Compliance

Risk Assessment
Security Services
Security Solutions

PROVIDING THE BEST IN CORPORATE
SECURITY SERVICES AND PRODUCTS

e Highly skilled security professionals.
e Leading security technologies and products
e On-demand cloud based security services

. 24%*7 support services

CybeRim is a supplier of security solutions
and services to the corporate markets.
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CybeRim brings a newer approach to the
Value Added Distribution market by com-
bining the supply of IT products and tech-
nologies with state of the art practices in
support and services. The company is lead
by a dynamic team of highly experienced
personnel. The team at CybeRim boasts at
least 50 man years of IT provisioning and
support services experience in Europe.

A carefully selected product range with
maximum emphasis on technical brilliance
ensures that our partners and customers
are fully and properly supported with their
ever changing IT needs. Regardless of the
complexities of any corporate IT infrastruc-
ture, our technical experts will always go
the extra mile to ease the pain of imple-
mentation.

Company

Why Choose CybeRim?

Our business stretches well be-
yond the supply of products
....we provide on site consul-
tancy, on-demand security,
full vulnerability management
services, policy and compli-
ance services, and branded
technical support services.

We have a successful track record in supporting customers FSA applica-
tions and audits, PCI -DSS assessments and various accreditation proc-
esses. We go the extra mile by providing assistance during the GAP
analysis and audit, and assisting you with implementation of effective
security technologies through out the organisation.

From supplying tried and tested security software and solutions, provid-
ing managed support for your existing security infrastructure, through to
designing a complex end-to-end compliance program, CybeRim has the
skills and the experience to support you with your information security
and compliance objectives.



Compliance & Security Services

Governance, risk and compliance is an
on-going process requiring continued
monitoring of your network security
posture....CybeRim is here to assist you.

Compliance & Secu-
rity Services process

< >

CybeRim recognizes that decision makers find
it challenging to take time out from business
priorities to understand complex compliance
changes and how this impacts technology, peo-
ple, processes and premises. Our compliance
and security services are designed to help or-
ganisations quickly achieve and maintain com-
pliance. For many years the team at Cy-
beRim have been successfully enabling cus-
tomers to meet their regulatory compliance
responsibilities and manage their information
risks. Organisations from banks and building
societies to retail and government have all
benefited from our comprehensive range of
compliance and security services, and the as-
surance that comes from our ISO27001 experi-
ence of management processes.

CybeRim’s compliance and
security services are
proven to meet regulatory
requirements and have
enabled many organisa-
tions to simplify their audit
processes, safeguard infor-
mation assets, pursue new
business initiatives and
identify potential problems
before they occur.



Consultancy & deployment

CybeRim offers a range of services to quickly and ef-
fectively enable organisations to address compliance
and security. We know that it takes more than just
technology to meet your requirements; it’s as much
about how it is deployed, operated and monitored.

Whether it’s guiding you through your compliance
programme or managing specific areas of security in-
frastructure, we can provide you with advice, knowl-
edge and recommendations for best practice.

Our portfolio of carefully selected latest security solu-
tions enables us to deliver the technology, processes
and education that you need to remain secure and
compliant.

Deployment
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Compliance & Security Services -

CybeRim Services:

e Security Consultancy

e Complete installation and
deployment

e Web penetration
testing

e Compliance & Sec-
security assessment

e Security Awareness
training

e On-demand
penetration testing

e 24%*7 post sales
technical support

Achieving and maintaining compliance and security best practice can be very com-
plex and often require specialist skills. Workloads can vary and depend on audit
requirements, ranging from the initial implementation to the ongoing maintenance
of policy and process. Having a flexible, specialist partner to support these tasks
can offer a cost effective and practical approach to compliance.



Access control

When employees and partners require different
levels of access to business critical systems, ef-
fective management of user profiles can be time
consuming and complex. Controlling changes
and maintaining appropriate levels of security is
essential to limit IT risk and maintain business
operations. Cyberim's services include:

® Managed Infrastructure Firewalls

® Managed Application Firewalls
®  Secure Remote Access

®  Web Filtering & Monitoring

® Strong Authentication

® Credential Management

® Identity & Access Management
®  Group Policy Management

® Registers User Interface

®  Security Zoned Network
Infrastructure

® Secure Password change
management

“you can count on CybeRim to de-
liver on time and on budget. Cy-
beRim services allowed Tanaseybert
to achieve PCI compliance on record
time”, Marcelo Cabrera, CTO

Monitoring
e Log collection, event
alerting & reporting

¢ Managed Intrusion
Prevention Systems

e Managed wireless IPS

e System compliance &
change detection

Compliance & Security Services

Communications security

With multiple forms of communication in play,
monitoring the exchange of email, data and voice
between employees and third parties has become
an essential aspect of security and regulatory re-
quirements. CybeRim's services include:

® Email & IM Filtering, Archive &
e-Discovery

® Email Encryption
®  Voice & Mobile Recording

Endpoint security

Driven by the trend in workforce mobility, access-
ing the data from mobile devices brings with it the
requirement to ensure critical information and
hardware is secure both on and off the corporate
network. CybeRim’s Services include;

Hard Drive Encryption
Media & Port Security

Threat Management

e Anti-malware & host protection
e Vulnerability detection

e Vulnerability management

e Penetration testing

e Data Loss Prevention

e Secure configuration
baseline



Flash Presentation
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NETWORK WORLD: "We found
GTB Inspector to be the only product
to score a 100%, catching every single
file we could send through it”

Key products & technologies

Data Loss Prevention

GTB Technologies has re-invented the enterprise data loss prevention
marketplace; bringing a broad set of influential innovations such as content aware
reverse firewall and finger printing and water marking.

GTB products provide unprecedented, real-time visibility and control of content —
without performance degradation.

Frost & Sullivan cemented GTB's position as a leader by awarding GTB the "New
product innovation award" for developing an innovative line of DLP products that
address the key Data Loss Prevention industry challenges

IDS/IPS software with built in network asset detection. CounterSnipe offers some
unique features

Automated network profiling... knows what is to be protected

Automated alert management...zero false alerts

Automated asset discovery...finds and alerts on alien hosts

Automated active scanning of new assets...reports on the risks presented by alien
hosts.

Automated, always-on, risk data updates...Continuous protection from thousands
of current threats

Additionally CounterSnipe IDS/IPS provides and maintains a real time picture of

your network, fine tunes itself to protecting that specific network and fulfils PCI-
DSS compliance requirements.

"easiest to install and get running" SC Magazine

observe it

people audit

ObservelT: Like a Security Camera
on Your Servers!

ObservelT and Cyberim work together to deliver enterprise-ready server
monitoring solutions. ObservelT software acts like a "security camera" on
your servers, allowing you to see every action that takes place on your
servers . With ObservelT on your server environment, you can perform
tasks such as:

watch full video playback of any RDP, Citrix or VMWare sessions,

view sessions in real time or from historical recordings,

quickly find any user actions, without playing back the entire session.



- Key products & technologies

Vulnerability Management Software

CybeRim supplies leading edge Vulnerability Management
software with complete asset detection, PCI-Compliance
templates, multiple OS and application signatures and
integration with leading SEIMs. Manage and protect your organisation's most vulnerable
secrets: your privileged passwords.

Enterprise Password Management

With CybeRim Server password management software, you
and your colleagues can control access to critical enterprise
passwords in one centralized, web-based repository. Our
password management software offers permitted users
The accuracy with which a vulnerability is identi- secure access to passwords and other privileged

fied directly effects the mitigating actions; Cy- information.

beRim ensures that accuracy

Phishing | Trojans | Pharming

These three areas are perceived as combining
social engineering with the attacker's technical
capabilities. Some of these attacks are "silent" and
invisible to the user (such as Trojans and Pharm-
ing attacks); while others are "open" and con-

spicuous — aiming to trick the client into thinking

that he has received genuine correspondence from

the organisation he is accustomed to dealing with. By using knowledge and technical tools, the attacker builds a
(silent or conspicuous) attack intended for the general public,
intending to perpetrate fraud affecting as many online users and
online accounts as possible.

By implementing proprietary, state-of-the-art tools, VERASAFE
provides a comprehensive, fail-safe solution that prevents the
various types of online fraud and identity theft attacks in all
three above-mentioned areas.
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Phone: +44 (0) 20 3239 2178
E-mail: info@cyberim.co.uk
Web: www.cyberim.co.uk




